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Abstract:  This paper proposes a high-performance elliptic curve cryptographic processor for the widely used TLS1.3
protocol. The processor supports two types of elliptic curve with general modulus in prime field defined in TLS1.3 proto-
col. Firstly, by modifying the high-radix Montgomery algorithm, a modular multiplication unit is proposed, which sup-
ports less than 521-bit width operators. Secondly, a parallel scalar multiplier structure with dual-modular multipliers is pro-
posed. Based on this structure, to make full use of the two modular multipliers, a series of point operation timing arrange-
ment is proposed in Jacobian coordinate, which supports two types of elliptic curves, makes the utilization rate of the mod-
ular multiplication unit reach 100%, 95.4% and 86.5% under different types of point operations. Compared with the exist-
ing design, the scalar multiplier in this work has a less cycle cost and less time consumption, as well as stronger versatili-
ty and configurability with similar time-area products. Under TSMC 55 nm CMOS technology, the clock frequency reach-
es 454 MHz. The scalar multiplication costs 851k equivalent logic gates, and the calculation speed of Secp256rl curve is
31 230 times/s.
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B9 IR 100272 bit LA ) B PIA KA 58 372 #5% R Asf 1F
A5, PR I 35 A 6 B4 i ) B3R

TR BATC 1) L 5 S5 R AN P 2 B, ek 2 v A R
3 BB AR AL E— 32 bit X 32 bit ek %, WK 2 ik
e e . E IR 5~13 v, Al 8 WA KAV T e i
B B PR LT A AR LT (s . Hoh R4 (Bl ik
O THEAE 6 AT 10, T8 ¢, H



1566 H, ¥

Hik2 MHAIEE Montgomery 3R E K

HIN: X= ”S x,-(22); Y= 'iyi.(zu )
i=0 i=0

Hh,0<X.Y<P, P<R=2""ged (P.27)=1.
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BT 15 25 S 7E 2278 L2 bit ), E— 045 Al hn
FEAESE A SR e TR T A AR
3.2 ETWEREHMHWRIZERFIZIT

68 I B AN T SR T AR A8 R, LA R R A
EAN G A2 o 1 B P A B 3R 5 24 0 2 AN Bl B T
1 BT R FE BT B, (E G A5E 38 BT (14 B 4 A1 R
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